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Insurance Recovery Group
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OVERVIEW



Who needs this coverage? ... really?



Who needs this coverage? ... really?



Who needs this coverage? ... really?



Who needs this coverage? ... really?



Who needs this coverage? ... Equifax



Who needs this coverage? ... oh no, not 
again!



Common cyber 
risks:

 Privacy
 Security
 Operations
 Service

What’s Covered?

Third party liability – to consumers and the public

 Network security breaches – infringement, 
licenses, contracts

 Privacy liability – clients, employees, HIPAA, 
any privately held data

 Legal expenses – e.g., class actions, supply 
chains, consent decrees

 Free credit monitoring, identity theft services 
(think Equifax)

 Media liability, E&O 



First Party Coverage
Network Security

 Data breaches, hacking – information, 
privacy risks

 Malware, negotiation and payment of 
ransomware

 Business email system compromised

 IT forensics, costs of improving network 
security

 Breach notification to clients, setting 
up a call center

 Credit monitoring, identity restoration

Network Business Interruption 

 lost profits, fixed expenses while 
network down

 security failure (hack) or system 
failure (human error, software patch 
failed)



Enhanced 
Coverages Social Engineering

 phishing emails 

 fraudulent access, fund transfers 
(employee duped)

 cf. traditional crime and fraud policies 
(e.g., cyber adds benefits, more expenses 
reimbursed, higher sublimits)

 Reputational Harm
 Public relations, media relations

 Restoring your brand

 “Bricking”
Enhanced replacement cost coverage for 
technology, systems that become as useful as 
a brick after cyber attack

=



LESSONS LEARNED FROM THE 
PANDEMICKnow what you buy

 Cyber insurance is specialized

 Identify the risk insured ...  and limitations

 What does the policy require to prove a loss? 

Application questions – why didn’t you 
tell us?

 If underwriters ask :“Do you require multi-factor 
authentication for account access?” Accuracy counts, 
and the answers probably matter

What are you doing out there?

 Business operations changed dramatically during the 
pandemic

 Expanding networks working from home - higher risks, 
less oversight        (exposure to phishing, 
malware, human error, unsecure connections)



THE MARKET

Views from cyber insurance specialists:

 Even before the pandemic, cyber insurers were 
tightening underwriting guidelines, asking for 
more details about risk, which increased as a 
result of “new human and security 
vulnerabilities.”

 “Today the cyber insurance market has advanced 
from a very niche risk transfer tool to a 
critical requirement for enterprise risk 
management.” D. Burke, Cyber 101 (Woodruff Sawyer, 
Oct. 8, 2021)

 Consequently, “cyber insurance carriers are now 
facing unprecedented losses ... this has 
resulted in a hard market." (Ibid.)



HARD MARKET:  What to expect



HARD MARKET:  Current Trends

 Higher premiums (supply side 
economics)

 Rigorous underwriting

 Details on backup procedures

 Specific security controls in place

 Limitations on coverage

 Higher co-insurance, deductibles

 Lower sublimits (e.g., ransomware)

 Narrower definitions of risks

 Regular patching, system monitoring 

War in Ukraine 

 War exclusion as applied to cyber attacks?  



Claims 
Process
 What type of 
loss?

 First party, third 
party, both?

 Coverage Trigger
 Occurrence (first 

party)

 Claims made (third 
party)

 carefully review 
policy notice 
conditions ... and 
time limits

 I want “full 
coverage”
 Consider gaps,

exclusions

 Deductibles, SIR, 
sublimits

 Without enhancements, 
cyber policy usually 
won’t cover:

 Betterment
 Intellectual property 

theft



Claims Process (continued)

 You purchased specialized coverage 
for:

 Cyber security incidents ... data breaches, 
network outages,             financial fraud, 
wrongful access, hacking, ransomware

 Did you get what you paid for?  Service when it 
counts?

 Special rules apply to interpretation 
of policies

 A cautionary “phish” tale ... with a happy 
ending

Ernst & Haas Mgt. Co. v. Hiscox, Inc., 23 F.4th 
1195 (9th Cir. 2022)



Questions?



www.buchalter.com

Susan Page White
Insurance Law/Litigation

• Litigation attorney in the firm’s Los Angeles office 
specializing in insurance recovery

• Over 30 years of experience representing client 
insureds in complex insurance coverage matters, 
including bad faith against their insurers

• Provides advice to senior management and executives 
on how to mitigate risks and maximize insurance 
protections and recoveries with respect to policy 
procurement, negotiations, reviews, and renewals

(213) 891-5070 direct 

swhite@buchalter.com



www.buchalter.com

Shareholder                                        
Los  Angeles/Sacramento

(213) 819-5115 direct 

hchamberlain@buchalter.com

Harry W.R. Chamberlain II
Complex Litigation/Insurance/Appellate Law

Speaker Profile

Harry Chamberlain is a Shareholder of Buchalter, an Am Law 150  firm, with 
eleven Western U.S. offices.  For over 40 years, he has served as trial and 
appellate counsel for Fortune 500 companies, and a variety of public and 
private sector clients in complex litigation matters.  He is certified as an 
Appellate Specialist by the California State Bar Board of Legal Specialization, 
handling hundreds of appeals across the country, including numerous cases 
before the California Supreme Court and the highest courts of other states.  

Before joining Buchalter, Harry was general counsel for California-based 
professional liability insurers, and managed the law department of a national 
group of commercial insurance and financial service companies.  He is past 
president of California Defense Counsel and the Association of Southern 
California Defense Counsel, preeminent associations of civil defense trial       
and appellate lawyers.  He writes and lectures widely on topics regarding 
complex litigation and insurance law.



Recommended Reading

 Dan Burke, Sr. Vice President, National 
Cyber Practice   Leader (Woodruff 
Sawyer), Cyber 101:  Understand      
the Basics of Cyber Liability  (Oct. 8, 
2021)

Link:  https://woodruffsawyer.com/cyber-
liability/cyber-101-liability-insurance/

 GUIDE TO CYBER LIABILITY INSURANCE -
Woodruff Sawyer (2021)              

Link: https://woodruffsawyer.com/wp-
content/uploads/2021/10/Cyber-
Liability-Insurance-Buying-Guide-

https://woodruffsawyer.com/wp-content/uploads/2021/10/Cyber-Liability-Insurance-Buying-Guide-2021.pdf


Thank You!
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John L. Hosack—Presenter
John L. Hosack is a Shareholder in the firm’s Litigation Practice Group in Los Angeles and Co-Chair of the firm's Title

Insurance and Escrow Group. Mr. Hosack represents mortgage brokers, secured lenders and property owners at trial
and on appeal in real property disputes including, broker liability, lender liability, fraud, breaches of contract,
mechanic’s liens, stop notices, judicial foreclosures, receiverships, escrow claims and title insurance claims. His
transactional practice includes commercial real property loan documentation, loan workouts, REO sales and
foreclosures. He is an Affiliate Member of the California Mortgage Association and a member of the Los Angeles
Mortgage Association, a Fellow of the American College of Real Estate Lawyers and a Fellow of the American College of
Mortgage Attorneys. He is the author of “California Title Insurance Practice (First Ed., Calif. Cont. Ed. Bar), the first book
on title insurance, and is a past Chair of the ABA’s Title Insurance Litigation Committee.

Jason E. Goldstein—Presenter
Jason Goldstein is a Shareholder in the Firm’s Litigation Practice Group in Irvine and Los Angeles and Co-Chair of the

Firm’s Title Insurance and Escrow Group. Mr. Goldstein specializes in resolving complex business disputes for a diverse
cross-section of clients, which include “private money” lenders, “private money” brokers, insureds, mortgage
servicers, banks, credit unions, foreclosure trustees, investors, trade secret owners, individuals which own real
property and general contractors. Mr. Goldstein Jason is a fellow of the American College of Mortgage Attorneys
(“ACMA”), a ACMA Title Insurance Committee member, and a former President of the Orange County Bar Association
Insurance Law section.


