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The CFPB’s Proposed Personal Financial Data Rights Rule - Financial
Institutions Would Face Competitive, Operational and Regulatory
Issues in Relation to Making Their Consumer Customers’ Financial Data

Available to Third Parties
By: Michael Flynn

In an effort to promote “open banking” and reduce “sticky banking”, make it easier for consumers to
compare their current financial institution to competitors, and to generally increase competition among
financial institutions, on October 19, 2023, the CFPB proposed a new Personal Financial Data Rights Rule,
which, if it becomes final, will likely take effect early in 2024. Essentially, the proposed rule would require
covered financial institutions to share their financial data about consumer accounts with the consumers
and with competitor institutions if requested by the customer, without charging a fee. A copy of the
proposed rule may be found here.

A copy of the CFPB’s announcement of the issuance of the proposed rule may be found here.

The CFPB asserts that the proposed rule will provide customers with more flexibility in choosing their
financial institutions, and promote completion among financial institutions, and thus provide greater
choices and more innovation for consumers. However, the proposed rule has already produced
substantial criticism, including concerns about the costs for smaller institutions to conform to the rule and
data privacy concerns.

Here is what the CFPB is proposing:

Compliance dates: The proposed mandatory compliance dates for different institutions ranges from 6
months after publication of the final rule for the largest institutions up to 4 years for the smallest
institutions.

What persons, including financial institutions, would be covered: The rule would cover financial
institutions, card issuers, and any other person that controls or possesses information concerning a
covered consumer financial product or service the consumer obtained from that person.

A "financial institution” includes, with limited exceptions, a bank, savings association, credit union, or any
other person that directly or indirectly holds an account belonging to a consumer, or that issues an access
device and agrees with a consumer to provide electronic fund transfer services.”

Under these definitions, coverage would extend to institutions like banks, consumer lenders and payment
facilitation companies such as digital wallets.
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However, the rule would not cover depository institutions that do not provide a “consumer interface” (an
interface through which a data provider receives requests for covered data and makes available covered
data in an electronic form usable by consumers in response to the requests).

Authorized third parties who are permitted by the consumer to access the consumer’s financial data from
such data providers are also covered.

What types of accounts would be covered: The rule would give consumers and third parties they
authorize the right to access financial information about accounts as their checking and prepaid accounts,
credit cards, and digital wallets, and transactions involving such accounts, and share it with third parties,
including the bank’s competitors. Other accounts, such as mortgages, are NOT covered. However, CFPB
Director Chopra stated that “We also intend to cover additional product types in future rulemaking, to
continue to foster more competition and consumer choice throughout the market.”

What data is covered: The consumer financial data to be covered includes transaction histories, account
balances and terms, scheduled payment details, and accountholder identifying information.

Covered financial institutions’ obligations under the proposed rule:

- Financial institutions would become obligated to provide requested covered consumer financial
information to the requesting consumer or to a third party authorized by the consumer.

- Financial institutions would be obligated to have a developer interface, through which it receives
requests for covered information and makes the information available to authorized third
parties. The interface must be able to perform reasonably.

- Financial institutions would not be allowed to charge a fee for customers accessing and
transferring such data.

Obligations of institutions receiving such data: Institutions obtaining access to such data would have
to limit their use of the data to the extent reasonably necessary to fulfill the consumer’s stated requested
product or service. Such third parties would have to follow conditions that protect consumers from having
their data used for unauthorized commercial purposes such as cross-selling, sale of the data, or targeted
advertising.

Creation of industry standards monitored by the CFPB: The final rule would contain requirements to
ensure that industry standards for access to and use of account information are fair, open and inclusive.
The CFPB will be able to recognize standard setting bodies; institutions must follow such standards; if such
standards are not available, they must utilize a format that is "widely used by the developer interfaces of
other similarly situated data providers with respect to similar data and is readily usable by authorized third
parties."
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As a leading national law firm with 11 offices in the western United States, Buchalter is recognized for its
ability to provide sophisticated counseling in the full range of corporate and regulatory matters.
Buchalter’s nationally known Financial Services Regulatory and Consumer Financial Services & Mortgage
Regulatory Practice Groups provide counseling and analysis across the wide range of regulatory and
compliance issues facing financial institutions, and the Group's seasoned attorneys are experienced in the
operational, compliance and risk management issues such as those raised by this proposed rule. Please
feel free to contact any of the below attorneys if you have questions regarding these issues.

Michael Flynn
Of Counsel

(303) 253-6750
mflynn@buchalter.com
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(213) 891-5088
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Senior Counsel

(916) 945-5177
acrivelli@buchalter.com

Steven Nakasone

Of Counsel

(213) 891-5207
snakasone@buchalter.com

AZ|CA|CO | OR|UT | WA
BUCHALTER.COM

This communication is not intended to create or constitute, nor does it create or constitute, an attorney-client or any other legal relationship. No statement in this communication constitutes legal advice nor
should any communication herein be construed, relied upon, or interpreted as legal advice. This communication is for general information purposes only regarding recent legal developments of interest, and is not
a substitute for legal counsel on any subject matter. No reader should act or refrain from acting on the basis of any information included herein without seeking appropriate legal advice on the particular facts and

circumstances affecting that reader. For more information, visit www.buchalter.com.


http://www.buchalter.com/
https://protect-us.mimecast.com/s/NUrxCOYJRYsZK7nnCvVOxn
https://www.buchalter.com/attorneys/michael-c-flynn/#bio
https://www.buchalter.com/attorneys/michael-c-flynn/#bio
mailto:mflynn@buchalter.com
https://www.buchalter.com/attorneys/melissa-richards/#bio
mailto:mrichards@buchalter.com
https://www.buchalter.com/attorneys/marcus-j-williams/#bio
mailto:mwilliams@buchalter.com
https://www.buchalter.com/attorneys/anna-crivelli/#bio
mailto:acrivelli@buchalter.com
https://www.buchalter.com/attorneys/james-k-dyer-jr/#bio
mailto:jdyer@buchalter.com
https://www.buchalter.com/attorneys/steven-m-nakasone/#bio
mailto:snakasone@buchalter.com

